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Abstract 

Objective: To model how individual violations in routine clinical processes cumulatively 

contribute to the risk of adverse events in hospital using an agent-based simulation 

framework. 

Design: An agent-based simulation was designed to model the cascade of common violations 

that contribute to the risk of adverse events in routine clinical processes. Clinicians and the 

information systems that support them were represented as a group of interacting agents 

using data from direct observations. The model was calibrated the model using data from 101 

patient transfers observed in a hospital and validate the results for one of two scenarios (a 

misidentification scenario and an infection control scenario). Repeated simulations using the 

calibrated model were undertaken to create a distribution of possible process outcomes. The 

likelihood of end-of-chain risk is the main outcome measure, reported for each of the two 

scenarios.  

Results: The simulations demonstrate end-of-chain risk of 8% and 24% for the 

misidentification and infection control scenarios, respectively. Over 95% of the simulations 

in both scenarios are unique, indicating that the in-patient transfer process diverges from 

prescribed work practices in a variety of ways.  

Conclusions: The simulation allowed us to model the risk of adverse events in a clinical 

process, by generating the variety of possible work subject to violations, a novel prospective 

risk analysis method. The in-patient transfer process has a high proportion of unique 

trajectories, implying that risk mitigation may benefit from focusing on reducing complexity 

rather than augmenting the process with further rule-based protocols.  
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I. Background 

Adverse events occur in five to ten percent of all hospital admissions and result in significant 

social and economic costs (1-3). Hospitals are complex systems (4, 5), where care is 

delivered via a web of organisational (6, 7) and social interactions (8) supported by 

information systems (4, 9, 10). Violations of prescribed work practices, which include 

deliberate and accidental deviations from prescribed work practices (including 

communication errors), contribute to a large proportion of adverse events (11-13). Individual 

violations do not always lead to adverse events but rather, adverse events are often caused by 

a chain of violations (14-16). 

Given the complexity of the socio-technical interactions in healthcare delivery, and the 

regularity with which work activity deviates from prescribed practice, existing methods of 

risk analysis that borrow heavily from risk analysis in engineered systems may not always be 

appropriate. Risk analysis involves identifying where risk exists, as well as identifying the 

causes and impacts of adverse events (17). Common methods of prospective risk analysis (as 

opposed to retrospective analyses such as root cause analysis, which is performed after an 

adverse event has occurred) include Failure Modes and Effects Analysis (FMEA) (18-22), 

and Hazard Analysis and Critical Control Points (HACCP) (23-25). More quantitatively-

focused analyses include Probabilistic Risk Assessment, involving either Fault Tree Analysis 

(FTA) or Event Tree Analysis (ETA) (17, 26, 27). 

As quantitative methods, FTA and ETA may be used to prospectively analyse the likelihood 

of systemic failure given the individual likelihoods of specific faults and events. While the 

methods address multiplicative (combinations of events that must occur together to create 

risk) and additive (any one event can trigger an adverse event risk) likelihoods, the methods 

have general limitations. Firstly, the methods rely on a linear dependency of faults to create 

the structure of static trees, whereas healthcare environments are more dynamic than this – 

actors modify their behaviour based on what they know about the environment as it changes 

in time – they have non-linear dependencies. Secondly, workarounds (28, 29) contribute to 

risk in the same manner as other violations but evolve as a consequence of optimising the 

multiple objectives of healthcare delivery – quality, safety and efficiency. Existing methods 

of prospective risk analysis consider faults as binary entities (26) and do not consider the 

manner in which workarounds may still achieve the intended goal after diverging from the 

prescribed work practice.  
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Our aim was to provide an alternative approach to this problem of risk assessment by 

explicitly simulating the trajectories of routine processes as they deviate from prescribed 

work practices, to determine which trajectories may lead to adverse events, and estimate how 

often these risky trajectories occur. We define a trajectory as a single instance of a routine 

work process, which is characterised by sequential and parallel actions taken by both human 

and information system agents. An end-of-chain risk is defined by counting the proportion of 

trajectories in which a specified adverse event is possible – either via misidentification of a 

patient or  compromised infection control in the two scenarios we examine in detail.  

II. Methods 

In what follows, we describe the general methods for constructing an agent-based model for 

prospective risk analysis and then illustrate the method using an in-patient transfer case study. 

We additionally describe the simulation approach and validation of the model. For the 

purpose of this research, we use the term violation to describe any intended deviation from a 

prescribed work process (such as a workaround), unintended deviation (such as a slip) or a 

communication error (in which an information exchange does not occur or is erroneous). Fig. 

1 is a schematic representation of arbitrary workflow process illustrating how violations 

create divergence away from the prescribed work practice, leading to risk for a proportion of 

the trajectories. Each fork in the trajectory diagram represents a possible violation.  

## Figure 1 approximately here ## 

To simulate work processes we used agent-based modelling to specify and simulate the 

behaviour of actors in a clinical process, as well as the information systems the actors use. An 

agent in an agent-based model may be described as an entity that is situated in, perceives and 

affects an environment in order to achieve one or more goals (30, 31). In multi-agent systems, 

the agents interact with each other and their environment to achieve individual goals that may 

or may not be in conflict with the goals of others, and may coordinate their behaviour to 

achieve shared goals. 

In an agent-based model, agents know how to carry out their own roles within the work 

process, including communicative actions that involve other agents or the environment. 

Agents do not need to have knowledge of the entire work process but rather, only knowledge 

about the prescribed work practices they require to achieve their own goals. For example, in 

the case study presented below, the Porter agent has knowledge of what activities to perform 
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if the patient has an infectious status but does not know how to perform the patient ID check 

usually performed by the Ward Nurse (see Appendix).  

Agents hold beliefs about the current state of the environment and these beliefs may be 

partial or incorrect. Agents update their beliefs as they participate in the work process and 

when they perceive changes to the state of their environment, including objects and other 

agents. For example, the Porter agent updates his belief about the infectious status of the 

patient after interacting with the Transfer Form – if the information is incorrect on the 

Transfer Form, then the Porter may believe the patient is not infectious (see Appendix).  

An action is an atomic element in the work process performed by one agent, or concurrently 

by two or more agents. An agent may undertake an action within their repertoire when 

triggered by a change in the environment, required by the process, or requested by another 

agent. When there are multiple actions that may be performed an agent has the autonomy to 

choose an action. If there is more than one way to perform an abstract action, agents have the 

autonomy to choose how to perform that action, or to omit the action entirely, depending on 

their beliefs. For example, the Porter must use adequate infection control for an infectious 

patient but may choose to perform the required actions in different orders or at different times 

during the work process (see Appendix)  

Brahms (Agent iSolutions, NASA Ames Research Center, California, USA) is an example of 

an agent-based modelling environment (32, 33) and it is appropriate for modelling clinical 

work processes because it captures the fine-scale decision-making and behaviour of the 

human agents and their interactions with information systems, other agents and the 

environment, without onerous requirements for modelling the cognition of actors. Brahms is 

developed to be used to model environments at a more abstract level than models of 

individual cognition (34-38), and a less abstract level than discrete event systems used to 

simulate patient flow over much longer time periods (39-43). 

A. Formulation process 

A user of the simulation framework formulates a new model by firstly translating a set of 

work practices and associated violations into the design of an agent-based model. Prescribed 

work practices are context-specific implementations of one or more guidelines, policies or 

protocols. There may be multiple ways of completing a task that are in accordance with a 

policy, so we describe a set of prescribed work practices that lead to a safe outcome. The 
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requirement for modelling in an agent-based model is that the prescribed work practices 

describe the process in enough detail for actions to be represented at the same level of 

abstraction as the observed violations. 

Having implemented a formal description of the agents,  and their beliefs and actions, the 

violations enacted by agents are assigned probability functions, based on the empirical data. 

When an agent encounters a system state in which a violation may be enacted, the agent 

modifies its beliefs or environment in different ways depending on the outcome of the 

probability function. This implies that two simulations instantiated in exactly the same way 

may have different trajectories and thus, different outcomes in regards to risk.  

Each simulation is run individually within the Brahms environment and exported as time-

stamped logs of activities and changes in beliefs. A log of activities and changes in beliefs 

describes a trajectory. The process is implemented such that if all decisions are taken as 

expected (no agents ever enact a violation of the prescribed work practice), then the agents 

behave according to the prescribed work practice. When the likelihood of violations is non-

zero, the behaviour of the agents may diverge from the prescribed work practices. 

By aggregating the trajectories of repeated simulations that are instantiated consistently 

according to a specified scenario, it is possible to quantify and examine the distribution of 

trajectories and distinguish those in which a risk of an adverse event is present. The number 

of simulations required to accurately map a set of trajectories is described in Table 1. While 

relatively few simulations are required to detect a single end-of-chain risk, rare trajectories 

that contribute to end-of-chain risk require many more. Analysis involves measuring the 

proportion of simulations that contribute to or pass on risk during the main stages of the 

process. 

## Table 1 approximately here ## 

B. Case study – in-patient transfers 

The process of inter-ward patient transfer we chose to simulate is an example of a process 

that is characterised by ad hoc communication, inconsistency and poor team coordination 

(44). Actors involved in the in-patient transfer process are expected to conform to infection 

control precautions and patient identification checks defined by policy (45, 46). The aim of 

the process modelled here is to safely transfer the correct patient from a ward to the radiology 

department within the hospital. The process begins when it is scheduled by the coordinator in 
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radiology in response to a request from a ward. The coordinator instructs a hospital porter to 

transfer a patient from the ward. The porter is given a transfer form, which contains 

information about the patient including multiple-redundant identification information 

(including a unique identifier) and any specific requirements for infection control associated 

with this patient. The coordinator may additionally communicate these requirements verbally 

to the porter. On arrival at the ward, the porter hands over the transfer form to a ward nurse 

for a sign-off – this includes verification of the patient’s identification and the correctness of 

the information on the transfer form. The ward nurse may additionally communicate transfer 

requirements to the porter verbally. If a nursing escort from the ward is required to 

accompany the porter, a clinical handover will take place between the ward and radiology 

nurses.  

A set of violations associated with the inter-ward patient transfer process were recorded in a 

separate study involving 101 transfers (47). In that study, four violations were observed in 

each transfer, on average. In that study, the results suggest that a failure to perform patient 

identification checks was a significant issue (occurs in 42% of transfers) and the use of 

adequate infection control precautions was used as an example for redundancy analysis. Poor 

compliance rates were suggested as the main cause of low system reliability. The data from 

this observational study were used to create the prescribed work practice in the model (the 

actions that conform to the policies (45, 46)) and to populate the model with the likelihoods 

of each violation. Ethics approval for the protocol was received from the New South Wales 

Department of Health Ethics Committee (EC00290) with application number 08/019 and site 

specific application 08/043. 

In our model, we represent the in-patient transfer process using 4 human agents, 6 objects and 

186 activities, of which 31 are driven by an empirically-defined likelihood. Besides the 

human agents, we also define the non-human information systems as agents, namely the 

transfer form and the patient record, since they participate in communication acts and hold 

possibly erroneous information. A simplified version of the process is represented in the 

results section below. Violations most associated with misidentification and infection control 

are labelled where they occur in the process. The flow of activities is broadly represented 

from top to bottom for the significant agents in the process (including the coordinator, the 

radiology nurse, the porter, the patient’s record and identification, the transfer form and the 

ward nurse), following the solid arrows. Communications between each of the agents are 

illustrated as vertically-oriented communication channels. Although represented 
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simplistically in comparison to the full specification of the behaviour, the schematic captures 

the main interactions that may create, pass along or ameliorate risk. 

C. Structural and behavioural validation 

In order to demonstrate the validity of the approach, we follow the formal process detailed by 

Barlas (48), which includes both structural and behavioural validation. Structural testing was 

done here via the analysis of boundary conditions, since the structure necessarily conforms to 

the prescribed work practices. Therefore, the model is checked to ensure that agents always 

perform the prescribed work practice in the absence of any violations. For the scenarios we 

examine, this means that a misidentified patient will be recognised at the first identification 

check, and adequate infection control is always used when a patient is recorded as being 

infectious. The resulting trajectories should be the same for every simulation and always 

match the prescribed work practice. This was confirmed by repeated simulation, in which the 

likelihood of all violations was set to zero. Behavioural testing involves comparing the 

behaviour of the model with the behaviour observed in the real world. This validation is 

performed for the infection control scenario but is not performed for the misidentification 

scenario because misidentified patients were never observed in the associated observation 

study. Consequently, we did not perform tests to determine the predictive validity of the 

model and the behaviour of the model is validated by demonstrating that the model 

reproduces the aggregate behaviour under boundary and a sample of realistic conditions. In 

the latter case, the model is calibrated by the same data against which it is tested. 

D. Simulation experiments 

The purpose of running repeated simulations is to determine the range of potential trajectories 

that evolve as a consequence of combining individual violations within a framework that 

captures the technical and social constraints associated with interacting agents in a hospital 

environment. Each simulation is instantiated by defining values for the agents and objects 

(creating the scenario) and pre-defined likelihoods for each individual violation (creating the 

potential for divergence from the prescribed practice). While the violations are defined by 

empirical results, the properties of the agents and objects are instantiated to reflect a specific 

scenario – in the case study this is either the misidentification scenario or the infection 

control scenario. In order to produce coherent measures of risk, the resulting trajectories (one 

for each simulation) are categorised as being incomplete, completed without risk, and 

completed subject to risk, where the risk is defined by the context of the scenario. 



10 

 

In the misidentification scenario, a patient requires transfer from the ward to radiology but is 

incorrectly identified at the outset (the ID band does not match the patient’s record), 

indicating an initial risk of 100%, which is reduced during multiple identification checks. In 

this case, the risk is ameliorated during the routine process. The purpose of the scenario is to 

see if the process catches or passes along the risk of misidentification. A completed transfer 

with a misidentified patient may lead to a wrong patient/location/test adverse event. 

Alternatively, in the infection control scenario, new risks evolve as a consequence of 

inadequate infection control. In this case, an infectious patient (correctly identified as 

infectious on the patient record) is transferred to Radiology. There is no initial risk but the 

effects of individual violations combine to generate the potential for inadequate infection 

control and an end-of-chain risk of contagion. In this case, the purpose of the scenario is to 

see if the process generates new risks in relation to infection control. If inadequate infection 

control is used during a patient transfer, the process may lead to hospital-acquired infections, 

which are considered adverse events. 

III. Results 

In the misidentification scenario the process begins with 100% risk of misidentification 

because the simulation is instantiated such that the patient’s record information does not 

match the patient. Through each simulation, identification checks involving the patient, 

patient ID band, patient record and transfer form are used to confirm the identity of the 

patient and any of these checks can ameliorate the risk. The reduction in risk is illustrated by 

the reduction in thickness of the aggregated trajectories represented in Fig. 2. In Fig 2, the 

boxes are a simplification of the policy, the vertical arrows indicate chronology for the six 

agents and the horizontal channels indicate communication between agents. The risk of 

misidentification is ameliorated partially by the Ward Nurse and to a greater degree by the 

Radiology nurse during identification checks performed with the patient (Fig. 2). Of the 500 

simulations, 323 featured either the capture of a misidentification or a complete transfer 

where the misidentification error is never caught. The remaining simulations were halted as a 

consequence of other factors including patient unavailability and equipment failure. Of the 

323 that met the criteria, 26 (8.05%) were complete transfers in which the misidentification 

was not caught. In 297 (87.3%) simulations, the patient reached Radiology before the 

misidentification error was identified. Since there were no misidentified patients observed in 

the 101 observed patient transfers, we are unable to validate the likelihoods. 
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## Figure 2 approximately here ## 

In the infection control scenario, the risk begins at 0% (an infectious patient is not an 

infection control risk if all actors adhere to policy) and accumulates as a consequence of 

missing information on the transfer form or in verbal exchanges, and the Porter’s violations 

relating to adequate infection control precautions. The risk of inadequate infection control is 

generated as a consequence of missing or incorrect information on the transfer form, and 

from violations committed by Porters with access to the correct information (Fig. 3). Of the 

500 simulations, 345 were complete (others were stopped for reasons such as patient 

unavailability and equipment failure during transport). For the 345 simulations that were 

complete, the number of times that the agents did not ensure adequate infection control 

precautions was 84 (24.3%), assuming post-completion tasks were always completed. As a 

consequence of having received misinformation, the lack of information exchange, or the 

lack of response to correct information, the Porter completes the process with an infection 

risk in 80 (23.2%) cases. The Ward Nurse completes the process with an infection risk in 37 

(10.7%) cases.  The results may be interpreted to mean that, in the presence of the 

workarounds observed, the process is effective in ensuring adequate infection control 76.8% 

of the time. 

## Figure 3 approximately here ## 

In order to validate the results of the infection control scenario, we compare the observed 

behaviour of the agents in response to an infectious patient with the simulated behaviour of 

the agents in response to an infectious patient. In the observations, 27 transfers involved an 

infectious patient. Of those, 12 transfers were completed without the porter using infection 

control (which gives a 95% CI 24% to 65%). In comparison, 80 of the 345 simulated 

transfers were completed without the ward nurse or the porter ensuring adequate infection 

control (which gives a 95% CI 19% to 28%). The results suggest that the simulated results 

match the observed results (p=0.0136), however, we would be hesitant in using this to form a 

conclusion due to the small number of observations and because it is only one behaviour 

amongst the multitude represented in the simulations.   

IV. Discussion 

The value of using this simulation framework is that it allows a user to quantitatively 

examine how individual violations combine along trajectories of routine work practices to 

create risk. The results suggest two main conclusions. Firstly, the proportion of unique 
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trajectories is very high as a consequence of the number of redundant steps required in 

passing along information about the patient’s identity and infection control requirements. 

Secondly, chains of percolated errors that lead to risk (or fail to ameliorate risk) are visible 

when the results of many repeated simulations are aggregated. 

The simulation framework presented here complements existing prospective risk analysis 

methods. It requires more detailed observation of work practices and individual violations 

than with traditional prospective risk analysis such as FTA and ETA, and consequently has 

some benefits over existing methods. Firstly, the trajectories offer more precision because the 

simulation framework explicitly models the behaviour of the individuals in the scenario and 

the information systems with which they interact (rather than logically combining the 

probabilities of individual violations). A further benefit of this precision is that it allows a 

user to uncover a fuller range of possible work activity trajectories, of which many may not 

have been observed (this is indicated by the number of unique trajectories in the simulations). 

Finally, in traditional forms of prospective risk analysis, the user encodes probabilities for a 

pre-determined risk of their choice, whereas the simulation framework is scenario-driven. In 

this case, extra information is available about the likelihood of conforming to the prescribed 

practice, near misses, rare events and potentially unforeseen risks. 

A. The in-patient transfer process 

By simulating the in-patient transfer process with zero violations, we have tested the 

correctness of the policy as it is implemented in the prescribed work practices of the hospital. 

If no violations occur, the process of identification check will mitigate any incoming risk of 

transferring the wrong patient at the ward, and porters will always maintain adequate 

infection control. The presence of violations (however they may have evolved in the context 

of the patient transfer process) leads to the presence of risk and thus the policy is not 

perfectly reliable in that it is unable to adapt to violation. Like any work process, the in-

patient transfer process is both procedurally correct and unreliable at the same time.    

Regarding the misidentification scenario, the simulations suggest that the process will capture 

approximately 92% of wrong patient errors, leaving 8% in which there is the potential for the 

error to persist through the entire process. The ward nurse often defers the identification 

check to the later redundant identification check performed by the radiology nurse. A great 

deal of process efficiency is lost here since a misidentified patient is more likely to be 

transferred before the error is caught by the process. We might speculate that this may have 
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evolved as a consequence of diffusion of responsibility (26, 49), where individuals are 

unaware of whether another redundant step will or has been taken, in this case, assuming that 

the check will be performed. This issue highlights the complex nature of redundancy – it 

appears that the existence of redundant checks across disparate locations and roles may have 

decreased the levels of compliance. In line with the conclusions suggested by Ong et al. (47), 

we advocate increasing compliance in the existing identification checks before introducing 

new ones. 

Regarding the infection control scenario, the risk of infection is generated by violations in 

information flow, namely omissions and errors in the transfer form or verbal exchanges 

between the coordinator, porter and ward nurse. The results suggest that the individuals will 

take enough steps to ensure adequate infection control in three-quarters of patient transfers 

involving an infectious patient. Furthermore, the results suggest that communication errors 

and procedural errors are approximately equal in their contribution to the risk (in 10.4% of 

cases, the Porter does not have the correct information, and in another 12.8%, the Porter does 

not use adequate infection control despite having correct information), so changes at either 

point in the process would be appropriate. Since a substantial proportion of risk-associated 

trajectories occur when the correct information is present, we suggest that other factors such 

as inadequate understanding of the risks or time pressures may also contribute to the risk of 

infection. 

B. Limitations 

The model is not validated for the purpose of prediction – as such, we would urge caution in 

interpreting the overall likelihoods for risk as being definitive for the in-patient transfer 

process in the future, or for other hospitals. We feel this is reasonable because the purpose of 

the method is to analyse the breadth of possible risks in routine processes rather than to 

predict specific behaviours. A full validation of the model used in the case study would 

include further calibration for a number of scenarios (we have calibrated for only the 

infection control scenario due to limitations of the observed data) and testing against a new 

set of observations representing the same scenarios. This would demonstrate that the model is 

capable of predicting behaviour, and would thus provide evidence that it could be used as a 

tool for testing the effects of new organisational process interventions in silico. 

When we implement the stochastic process that takes likelihoods from the observed study to 

inform the likelihood of an agent taking a particular action (or making a specific decision), 
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that stochastic process is independent of the simulation. This means that we have not 

captured the potential for individual errors to systematically occur together. For example, the 

model does not take into account whether a ward nurse is more or less likely to also check a 

patient’s full name if he or she contemporaneously checks the identification band of that 

patient. Similarly, we expect variability amongst porters, which is not represented by the 

model we have constructed. 

There is much in the way of contextual information that is not captured in regards to 

misidentification. For example, other information such as gender, ethnicity, other appearance-

related information and prior contact may all be used to provide partial visual identification 

of a patient, which may be an informal and efficient method of identification that is already 

employed to augment the policy. In the case of infection control, other cues besides the 

information transmitted by the coordinator may influence a porter’s infection control choices. 

Given that the simulated agents are able to perceive only the policy-based portion of 

information present in the real world, the model is likely to be a conservative estimate of the 

flow of risk. 

C. General conclusions 

The inter-ward patient transfer process produces a wide variety of possible behaviour 

trajectories. The proportion of simulations that were unique (considering different 

combinations of violations that occurred) was 97.4% for the misidentification scenario and 

96.4% for the infection control scenario. This result is significant because it suggests that the 

presence of violations (in the form of workarounds, unintended violations and 

communication errors) increases the complexity of a work process, thus creating unique 

scenarios for which policy based on prescribed work practices cannot account. 

This particular process reflects a well-defined workflow with numerous checkpoints and 

redundant operations that are included with the aim of minimising the potential for risk. Yet 

despite this, the potential for risk, either risk not mitigated by the process (in the 

misidentification scenario) or the risk generated by the process (in the infection control 

scenario) persists. Our analysis suggests that augmenting the formal process with additional 

procedures, of the type often suggested in the literature (50-52), may result in further 

unintended consequences (53, 54) due to the increased complexity of the procedure and the 

workarounds that evolve as a consequence. The complexity is increased by increasing the 

number of trajectory forks, thus increasing the number of possible trajectories. We suggest an 
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alternative– to reduce the complexity of the task and enhance the effectiveness of the 

remaining steps. 

Using the in-patient transfer process as an example, we have demonstrated that an agent-

based modelling approach to prospective risk analysis may assist in targeting policy changes 

according to the flow of risk in a process, complementing existing methods. The simulation 

framework presented here is likely to generalise to any work process for which (a) a set of 

policies or guidelines are defined in enough detail to permit the modelling of a prescribed 

work practice; (b) the process is observable such that it is possible to collect information 

about violations from repeated observations; and (c) involves multiple agents in the form of 

humans and the information systems that support them (be they verbal, written or software-

driven). The method models the effect of combined violations as divergences from a 

prescribed work practice, indicating the likelihood of individual trajectories that may or may 

not lead to iatrogenic harm. 
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Figure and Table Captions 

Figure 1. Processes are represented as a series of trajectories, where each opportunity for 

violation is indicated by a fork. A proportion of trajectories are indicated to diverge far 

enough away from the prescribed work practice to create the risk of an adverse event. Note 

that the likelihood of each trajectory is not indicated, and this is the focus of the proposed 

method. 

Figure 2. A distribution of trajectories for the misidentification scenario indicates the gradual 

amelioration of risk for a patient with incorrect details. The boxes indicate the important steps 

in the policy of the patient transfer process, vertical arrows indicate chronology and 

horizontal channels indicate information transfer between the six agents. The shaded 

trajectories indicate the presence of risk at each point in the process, and percentages indicate 

the proportion of the completed simulations that are associated with risk along the given 

trajectory. 

Figure 3. A distribution of trajectories for the infection control scenario indicates the 

increasing risk associated with lack of adequate infection control in the in-patient transfer 

process. The boxes indicate the important steps in the policy of the patient transfer process, 

vertical arrows indicate chronology and horizontal channels indicate information transfer 

between the six agents. The shaded trajectories indicate the presence of risk at each point in 

the process, and percentages indicate the proportion of the completed simulations that are 

associated with risk along the given trajectory. 

Table 1. The number of simulations required to find rare trajectories (at least once) given a 

specific likelihood and assuming a binomial distribution (across simulations) where a success 

is defined by the presence of the end-of-chain risk. 
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Table 1 

Likelihood of a 

trajectory Representation in the simulation 

Simulations required to find 

trajectory (95% confidence) 

0.500 Reference likelihood 5 

0.444 Observed level of inadequate infection control 6 

0.100 Reference likelihood 28 

0.010 Reference likelihood 298 

5.98×10
-3 

Precision chosen in experiments 500 

0.001 Reference likelihood 2994 
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Figure 1. 
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Figure 2. 
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Figure 3. 
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Appendix: examples of agent behaviour 

  

The agent-based model of the in-patient transfer process comprises 4 human agents (the 

Porter, Ward Nurse, Radiology Nurse and Radiology Coordinator), 2 information system 

agents (the Patient Record and the Transfer Form), 6 objects and 186 activities. Abstract 

activities such as the one detailed below are implemented in Brahms to permit the repeated 

simulation of the process under two different scenarios. In one of those scenarios, the patient 

is infectious and the system is tested to examine the set of trajectories associated with the 

mitigation of infection risk via adequate infection control. 

Like many other agent-based architectures, a Brahms agent holds a set of beliefs about its 

environment including the objects and other agents. An agent also holds a set of beliefs about 

itself, including its current location, and a set of other measurable beliefs. These may be 

propositional (true or false) or countable (an integer), and may also be unknown. Agents may 

communicate with other agents, pick up or put down objects. Agents may also modify their 

beliefs according to changes in the state of the environment, or according to requirements 

specified by their knowledge of prescribed work practices.  

The example below is a model of a porter reading a transfer form while located in the ward. 

If the porter discovers that the patient is listed as infectious, then the porter will pick up the 

appropriate infection control, which is known to also be in the ward. The porter may perform 

this task at any time after arriving at the ward. 

Agent: Porter P 

 

Other agents and objects: Patient object Q, Transfer Form object T, Infection Control object I 

 

Location: Ward W 

 

Abstract activity: Use adequate infection control for infectious patients 

 

Initial beliefs: 

 Q.infectious = unknown 

P.location is W = true 

I.location is W = true 

P contains T = true 

P contains I = false 

 

Plan: 

 COMMUNICATE with T to receive Q.infectious 
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 Case A: In the case where T communicates that Q.infectious = true: 

1. SET BELIEF Q.infectious = true 

2. GET I 

3. SET BELIEF P contains I = true 

 

 Case B: In the case where T communicates that Q.infectious = false: 

1. SET BELIEF Q.infectious to false 

 

 

In a second example, the ward nurse is performing an identification check on the patient in 

the ward. This activity happens prior to the patient’s transfer to radiology. In this case, the 

ward nurse is not required to complete these tasks in any particular order. For example, if the 

ward nurse identifies a difference between the patient’s full name and the full name listed on 

the transfer form, then the ward nurse may immediately determine that the patient is 

misidentified (in relation to the transfer form) without needing to perform the check on the 

patient’s ID band. 

Agent: Ward Nurse WN 

 

Other agents and objects: Patient object Q, Transfer Form object T 

 

Location: Ward W 

 

Abstract activity: Check that the patient’s ID and full name matches the ID and full name on the 

transfer form 

 

Initial beliefs: 

 Q.idband = unknown 

Q.fullname = unknown 

T.idband = unknown  

T.fullname = unknown 

WN.location is W = true 

T.location is W = true 

WN contains T = true 

P contains Q = true 

Q.misidentified = unknown 

 

Plan: 

 COMMUNICATE with T to receive T.idband 

COMMUNICATE with T to receive T.fullname 

COMMUNICATE with Q to receive Q.idband 

COMMUNICATE with Q to receive Q.fullname 

 

Case A: In the case where T.idband does not equal Q.idband 

SET BELIEF Q.misidentified = true 

 

Case B: In the case where T.fullname does not equal Q.fullname 

SET BELIEF Q.misidentifed = true 
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Case C: In the case where T.fullname equals Q.fullname and T.idband equals Q.idband 

SET BELIEF Q.misidentified  = false 

 

 

 

 


